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Abstract—Zero-Knowledge Proofs (ZKPs) are becoming a
foundational technology for scalable and privacy-preserving
blockchain systems, especially through applications like
zkRollups. However, the computational intensity of proof gen-
eration continues to limit real-world deployment. We present
ZKPU, a hardware-software co-designed ZK accelerator that
combines native NVMe integration—ensuring seamless com-
patibility across existing server and edge infrastructure—with
a modular RISC-V System-on-Chip (SoC) architecture that
opens the path to eliminating host—-device communication bot-
tlenecks. ZKPU is designed to flexibly support a wide range
of ZK workloads; in this work, we demonstrate its capabilities
by implementing and optimizing multi-scalar multiplication
(MSM), a core bottleneck in many zk-SNARK systems. Built
using the Chipyard framework and equipped with dedicated
modular arithmetic units, ZKPU achieves significant perfor-
mance and energy efficiency improvements over CPU, GPU,
and FPGA baselines. Our results highlight ZKPU as a practical
and forward-compatible foundation for scalable ZK accelera-
tion in modern decentralized systems.

Index Terms—ZKP, Blockchain, NVMe, RISC-V SoC, Compu-
tational SSD, Stablecoin

1. Introduction

Zero-Knowledge Proofs (ZKPs) [1] represent a transfor-
mative advancement in cryptographic technologies, enabling
entities to validate statements without disclosing sensitive
underlying data. Their ability to support privacy-preserving
transactions, secure identity verification [2], scalable dis-
tributed computations, and confidential data exchanges po-
sitions ZKPs as pivotal tools across diverse sectors, in-
cluding finance, healthcare, supply chain management, and
blockchain-based systems like Ethereum [3] and Stablecoin
[4]. Nevertheless, widespread adoption of ZKPs has been
hindered by the substantial computational overhead involved
in proof generation, creating a significant performance bot-
tleneck [5].

Current hardware implementations designed to acceler-
ate ZKP workloads face considerable limitations. ASIC-

based approaches such as PipeZK [6] demonstrate im-
pressive speedups but require costly custom silicon and
struggle with scalability to large problem sizes due to
memory bandwidth bottlenecks. FPGA solutions like if-
ZKP [7] and CycloneMSM [8] provide flexibility but often
exhaust hardware resources, rely on proprietary cloud FPGA
platforms, and introduce significant host—device communi-
cation overhead. GPU-based systems such as GZKP [9]
achieve strong performance but demand extensive precom-
putation tables exceeding several gigabytes, creating stor-
age and deployment challenges. Collectively, these solu-
tions suffer from prohibitive costs, restricted interoperability
with commodity infrastructures, and reliance on proprietary
toolchains. They also lack conformity with widely adopted
datacenter communication protocols, limiting integration
into hyperscaler environments. Moreover, by frequently re-
implementing similar MSM and NTT kernels in isolated
designs, these systems exacerbate development overhead
and operational inefficiencies.

To overcome these constraints, we propose a hardware-
software co-design that accelerates Multi-Scalar Multiplica-
tion (MSM) over elliptic curves through a pipelined FPGA
implementation integrated under a standard NVMe protocol
interface. Our primary contribution lies in demonstrating the
practicality and performance of a modular, infrastructure-
compatible ZK accelerator. This accelerator integrates seam-
lessly with existing commodity systems using standardized
communication interfaces and host tooling, such as nvme-
cli, to significantly lower the barrier to deployment. Addi-
tionally, as a self-contained RISC-V SoC, our system also
eliminates potential host-device communication overhead
and establishes a foundation for future iterations to support
full end-to-end proof generation entirely on-chip.

Our system integrates several architectural components
into a unified datapath: a FIOS-based Montgomery mul-
tiplier optimized for efficient modular arithmetic, signed-
digit scalar encoding to reduce accumulator contention, a
deeply pipelined Twisted Edwards point adder, and a hazard-
aware scheduler to coordinate pipeline stages. While not
novel individually, these building blocks are combined and
synthesized under a custom NVMe endpoint, enabling plug-
and-play deployment in conventional server infrastructure.



Importantly, our design exemplifies a shift toward ac-
cessible and scalable ZK acceleration: by validating perfor-
mance on a real-world FPGA prototype with standard Linux
tooling, we demonstrate throughput on par with leading
custom MSM implementations—without sacrificing porta-
bility or compatibility. This work provides a concrete step
toward broader adoption of zero-knowledge computing by
enabling “Proof-as-a-Service” (PaaS) models within existing
data center environments.

The paper is organized as follows. Section II provides
background and motivation, introducing ZKP applications
in data exchanges, an overview of the proof generation
[10] process, and a detailed discussion on ASIC adoption,
including motivations and challenges. Section III describes
the proposed system architecture for ZKP acceleration. Sec-
tion IV presents the implementation details of our solution.
Section V provides a comprehensive performance evalua-
tion. Section VI and Section VII conclude the paper with
a summary and implications of the findings and discuss
directions for future research.

2. Zero-Knowledge Proof Construction

This section begins by introducing the challenges
and opportunities associated with Zero-Knowledge Proofs
(ZKPs) through a real-world data exchange use case (Sec-
tion 2.1). It then examines the proof generation process
(Section 2.2), emphasizing its computational demands and
the corresponding hardware requirements. Finally, it dis-
cusses the limitations of current hardware solutions and
the challenges they present (Section 2.3), highlighting the
need for a more efficient and compatible approach to ZKP
generation.

2.1. Zero-Knowledge Proofs in Data Exchange Ap-
plications

A Scenario: Company A, a financial institution, intends
to sell aggregated credit risk data to Company B, a fintech
startup, via a regulated Data Exchange.

Challenges: Company A must protect its proprietary
transactional data and adhere strictly to data privacy reg-
ulations. Conversely, Company B seeks reliable assurances
regarding data quality, anonymization compliance, and reg-
ulatory adherence before committing to purchase.

A ZKP Solution: To address these requirements, Com-
pany A employs Zero-Knowledge Proofs (ZKPs) to verifi-
ably demonstrate:

o The dataset aggregates information from at least
10,000 authenticated financial transactions.

o Data anonymization fully complies with regulatory
privacy standards.

e Individual transaction details and sensitive informa-
tion remain undisclosed throughout the verification
process.

Outcomes: Company B proceeds confidently with the dataset

acquisition, reassured by the robust assurances of compli-
ance and data integrity. At the same time, Company A

successfully preserves the confidentiality of its proprietary
data while consistently adhering to stringent regulatory re-
quirements.

2.2. Proof Generation

The illustrative scenario presented highlights the trans-
formative potential of Zero-Knowledge Proof (ZKP) tech-
nology to efficiently overcome complex privacy and compli-
ance challenges. Despite their considerable promise, ZKPs
have not been widely adopted in practice, predominantly
due to the computationally demanding nature of proof
generation. Contemporary benchmarks indicate that proof
generation on standard CPUs remains excessively time-
consuming, frequently extending to several hours even for
relatively simple computations, limiting their applicability.
Leveraging specialized hardware accelerators emerges as a
critical strategy to address this computational bottleneck.
The subsequent sections delve deeper into the proof gen-
eration process and the specific computational obstacles
involved.

2.2.1. Proof Generation Process Overview.

Proof generation [10] initiates with deterministic compu-
tations executed within a Zero-Knowledge Virtual Machine
(ZKVM), exemplified by implementations such as RISCO
[11] or Scroll [5] [12]. The ZKVM yields an execution
trace encapsulating every computational step, laying the
foundation for subsequent proof generation. Contemporary
benchmarks indicate that proof generation on standard CPUs
remains excessively time-consuming, frequently extending
to several hours even for relatively simple computations,
limiting their applicability. Leveraging specialized hardware
accelerators emerges as a critical strategy to address this
computational bottleneck. The subsequent sections delve
deeper into the proof generation process and the specific
computational obstacles involved.

Following the creation of this trace, several computa-
tionally intensive tasks ensue, notably:

o Witness Generation: The process of constructing
auxiliary data that confirms the validity of compu-
tational results.

e  Multi-Scalar Multiplication (MSM): Conducting el-
liptic curve operations involving multiple scalar-
vector multiplications and additions.

¢ Number-Theoretic Transform (NTT): Executing
polynomial multiplications under modular arith-
metic, integral for efficient polynomial evaluations.

Computational Complexity. Despite their theoretical
simplicity, these computational stages necessitate intensive
modular arithmetic involving elliptic curve elements and
large integers, posing a significant obstacle to broader ZKP
adoption. Each stage exhibits distinct hardware require-
ments:

o Witness Generation: Sequential execution, favoring
flexible general-purpose processors such as CPUs.



e MSM: Highly parallelizable, arithmetic-intensive
computations best accelerated by specialized ASIC
hardware optimized explicitly for elliptic curve arith-
metic.

e NTT: Memory-intensive operations demanding spe-
cialized hardware featuring robust memory band-
width, ideally ASICs incorporating advanced mem-
ory solutions such as High Bandwidth Memory
(HBM).

In this paper, we focus primarily on MSM acceleration,
detailing our hardware-software co-design strategies and
architecture optimizations that maximize throughput and
efficiency in real-world ZK proving workloads.

2.3. Elliptic Curves

An elliptic curve over a finite field Fj, is defined by a
non-singular cubic equation in the Weierstrass form:

E:y =234ar+b (1)

To ensure non-singularity, the curve parameters must satisfy
the discriminant condition 4a® + 276> # 0. The set of
F,-rational points on this curve, denoted E(Fy) forms an
abelian group under a geometric addition law, with the point
at infinity O serving as the identity element.

In cryptographic applications, we are typically inter-
ested in elliptic curves for which E(F;) contains a large
prime-order subgroup. Let r be such a large prime and
G(F,) denote the subgroup of order r. Operations in this
group—especially scalar multiplication—are foundational
to elliptic curve cryptography and zero-knowledge proof
systems.

To optimize arithmetic and reduce the cost of group
operations, alternative curve representations are often used.
One such form is the Twisted Edwards curve [13], defined
by the equation:

Ep: —z? + 2 :1+§x2y2, k€ F, )
This representation offers complete addition formulas
and more uniform behavior, which are advantageous for
constant-time implementations. Although every Twisted Ed-
wards curve is birationally equivalent to some Weierstrass
curve, the reverse is not true in general.
A prominent example is the BLS12-377 curve, defined
over a 377-bit prime field F,with

E:y=2"+1 3)
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This curve is pairing-friendly with embedding degree 12 and
supports a subgroup of prime order r suitable for crypto-
graphic constructions. It also admits an equivalent Twisted
Edwards form Er as shown above, with a specific constant
k. This duality enables the use of whichever representation
is more efficient for a given operation—Weierstrass form for
pairings, and Twisted Edwards form for scalar multiplication
and MSM.

2.4. MSM and Pippenger Algorithm

In many cryptographic systems based on elliptic
curves—such as SNARKs [14] and STARKs [15]—
a core computational bottleneck is  Multi-Scalar
Multiplication (MSM). Given a list of elliptic curve
points Pj, Ps,..., P, € G and corresponding scalars
81,82, ...,8, € Fj., the goal of MSM is to compute the

sum:
n

MSM({(si, P.)}izy) = Y s: P “4)
i=1

A naive implementation would perform n scalar multi-
plications, each requiring O(logr) point additions. How-
ever, this becomes inefficient for large n, particularly in
proving systems where n can reach millions. To address
this, specialized algorithms, such as Pippenger’s algorithm,
are employed to reduce the number of expensive curve
operations.

Pippenger’s algorithm [16] accelerates MSM by group-
ing scalars and points into buckets based on a windowed
representation of the scalars. The algorithm proceeds as
follows:

1)  Windowing Scalars: Each scalar s; is split into
digits in base 2", forming a width-w representation:

[logy r/w]—1
S; = Z Sij - 2jw7 with Sij € [0, Qw)

j=0

%)

2)  Bucket Accumulation: For each digit position j, the

algorithm creates 2" — 1 buckets. Each point P; is
placed into bucket By, ;, skipping zeros.

3)  Summing Buckets: For each window j, the buckets

are summed in reverse order to minimize additions:

2w _1
Sj=_ By ©)
k=1
where the sum is computed using a ladder-style

summation.
4)  Final Summation: The MSM result is reconstructed

as: _
> 2w @)
J

Pippenger’s algorithm reduces the total number of group
operations from O(n log ) to approximately O(n) additions
and O(n/w + 2") group operations. The window size w is
selected to balance memory and performance. In practice,
Pippenger’s method enables scalable and efficient MSM

suitable for high-throughput hardware implementations.

3. System Architecture of ZKPU

The objective of this paper is to develop ZKPU—a
Zero-Knowledge Proof chip architecture designed for high-
performance, cost-efficient proof generation. Our current
focus is on accelerating Multi-Scalar Multiplication (MSM),



showcasing how specialized hardware modules integrated
with NVMe connectivity can significantly improve through-
put and integration flexibility. While future iterations will
extend to full end-to-end proving—including Number-
Theoretic Transform (NTT) and witness generation—the
work presented here establishes a foundational step toward
a modular, scalable, and cloud-compatible ZKP accelerator.
By leveraging FPGA-based IP and a forward-compatible
ASIC design, ZKPU aims to democratize access to ZKP
capabilities in both datacenter and decentralized environ-
ments.

3.1. Key Challenges for ZKPU

3.1.1. NVMe Protocol Support.

One of the greatest challenges of existing ZK hardware
solutions is their incompatibility with modern infrastructure.
Current designs rely on proprietary, closed systems that are
expensive, bulky, and difficult to maintain. These solutions
lack support for standard interfaces, making them incompat-
ible with existing motherboards and datacenter-based envi-
ronments. This severely limits their accessibility, restricts
adoption to large enterprises, and exacerbates centralization
in ZKP applications.

To address these issues, our approach integrates support
for the NVMe protocol, a universally adopted standard
in modern computing. This ensures seamless compatibil-
ity with existing infrastructure while providing scalability,
modularity, and adaptability to evolving workloads. Below,
we delve into what NVMe is and how it helps solve these
challenges.

Non-Volatile Memory Express (NVMe is a widely
adopted storage protocol designed for high-performance and
efficient access to non-volatile storage media, such as SSDs.
It is supported across virtually all modern operating systems
and computing platforms, making it a key component in
ensuring compatibility with existing infrastructure.

To address the shortcomings of existing ASIC-based
proof generation solutions, our architecture fully integrates
support for the NVMe protocol, offering significant advan-
tages over current designs that rely on proprietary commu-
nication systems:

Seamless Compatibility with Existing Infrastructure:
Unlike closed and proprietary solutions, NVMe is a uni-
versally supported standard across modern computing plat-
forms. Integrating NVMe allows our hardware to connect
effortlessly with existing motherboards and systems, elimi-
nating the need for custom drivers or complex configurations
and significantly reducing deployment complexity and costs.
For instance, in our demo, we showcase direct interaction
with our MSM module on a VCU118 FPGA, leveraging
NVMe’s native support on an Ubuntu 22.04 system using
nvme-cli tools, running on a regular SuperMicro mother-
board.

Higher Server Capacity. A single server can support up
to 24 NVMe cards or more, which is at least three times the
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Figure 1. ZKPU in Server

typical number of PCle slots available. This increased ca-
pacity enables each server to host a greater number of ZKPU
cards, substantially boosting the overall proof generation
throughput while ensuring efficient utilization of resources.
Figure 1 illustrates such a deployment: a standard 4U Su-
perMicro server populated with multiple ZKPU cards in the
front NVMe bays, while optional GPUs can still be installed
in the rear PCle slots. This configuration highlights the key
advantage of NVMe-based ZKPU integration—servers can
simultaneously host dozens of accelerators without being
constrained by limited PCle slots, while retaining flexibility
for heterogeneous computing with GPUs when required.

Decentralized Enablement through Personal Provers.
By adhering to the NVMe standard, our ZKPU can op-
erate in any environment that supports modern operating
systems—ranging from enterprise-grade servers to consumer
desktops and edge devices. This accessibility enables indi-
viduals and smaller organizations to deploy personal provers
without requiring specialized infrastructure or proprietary
drivers. As a result, the barrier to participation in ZK sys-
tems is significantly lowered, fostering a broader and more
decentralized proving ecosystem. While data center-scale
deployments remain critical for high-throughput use cases,
the ability to run provers at the edge complements central-
ized infrastructure and strengthens the overall resilience and
trust model of decentralized networks.

3.1.2. RISC-V SoC.

While this paper focuses on accelerating MSM, we have
designed our architecture with future extensibility in mind.
One major bottleneck in existing ZK systems is the need to
transfer witness data between the CPU and accelerator over
PCle—a costly step that underutilizes compute resources
due to bandwidth limitations. To address this, our archi-
tecture incorporates a general-purpose RISC-V CPU [17]
directly onto the ZKPU chip. This enables the possibility of
running the witness generation process locally, avoiding ex-
pensive chip-to-chip data transfers. Though not implemented
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in this work, this direction allows future iterations of our sys-
tem to support full end-to-end proof generation on-chip. By
combining CPU-driven control logic with tightly integrated
accelerators and a high-bandwidth on-chip interconnect, we
aim to eliminate the data movement bottleneck and unlock
significantly higher system efficiency.

3.2. Design of ZKPU

This section presents the overall design of our MSM ac-
celeration system, focusing on two key aspects: the system-
level architecture and the internal design of the MSM core.
First, we describe the complete data movement flow between
the host and device—how the host uploads the witness
data, triggers computation, and retrieves results—through
a standard NVMe interface and a Chipyard-based SoC.
Second, we dive into the internal architecture of the MSM
core itself, detailing how scalars and points are buffered,
how the bucket-based algorithm is realized in hardware,
and how we employ fast modular arithmetic—particularly
the FIOS Montgomery method [18]—to accelerate elliptic
curve operations. These two parts together form a tightly
integrated, NVMe-compliant solution for accelerating ZK
proof generation.

3.2.1. System Architecture and Workflow Operations.

Our MSM acceleration system is designed as a tightly
integrated hardware-software co-design that exposes zero-
knowledge proof (ZKP) primitives through the NVMe pro-
tocol. At a high level, the system consists of a host processor
and a device composed of a custom RISC-V SoC imple-
mented using the Chipyard framework [19]. The goal is to
offload the computationally intensive multi-scalar multipli-
cation (MSM) operation onto the device while maintaining
host transparency through a standard NVMe interface. The
overall system structure is illustrated in Figure 2.

The hardware architecture integrates the following major
components:

+ RISC-V SoC (Chipyard-based). We build the SoC
using UC Berkeley’s Chipyard platform, which pro-
vides a flexible and modular framework for RISC-V
hardware development. Chipyard enables seamless
integration of custom accelerators and DMA engines
with the rest of the SoC, and provides robust support
for TileLink and AXI interfaces. In our design, the
RISC-V core is primarily responsible for lightweight
firmware execution, register handling, and control
sequencing.

« Host DMA (HDMA). A high-bandwidth DMA en-
gine that handles bidirectional data movement be-
tween host memory and the on-chip DDR memory.
HDMA is triggered by host-initiated NVMe com-
mands and transfers witness data (scalars and elliptic
curve points) as well as results.

e« MSM Core. A dedicated hardware module opti-
mized for elliptic curve MSM, attached to the SoC as
a memory-mapped peripheral. It operates indepen-
dently once configured and supports high-throughput
scalar-point operations over large datasets.

e« On-chip DDR Memory. Used as a shared buffer
to store intermediate and final data, including input
vectors and MSM results. It serves as the primary
communication medium between HDMA, the RISC-
V SoC, and the MSM accelerator.

o« NVMe Register Interface. The system exposes its
configuration and control registers using a PCle
BAR-compliant NVMe register map, allowing seam-
less integration with standard Linux NVMe drivers
and tools like nvme-cli.

Chipyard plays a central role in our hardware design,
serving as the backbone for system integration. Its object-
oriented hardware generators and modular SoC infrastruc-
ture allow us to embed the MSM core and HDMA engine
alongside the Rocket core with minimal glue logic. We
leverage Chipyard’s TileLink [20] buses for SoC-level inter-
connects and customize memory maps to expose all control
interfaces through the NVMe BAR region. Chipyard’s build
system also simplifies simulation, synthesis, and eventual
FPGA deployment of the full system.

The execution of an MSM task involves a carefully
orchestrated sequence of interactions between the host and
the device. The process proceeds as follows.

1) Device Enumeration and Register Access: Upon
boot or insertion, the device is recognized as a
standard NVMe endpoint. The host uses NVMe ad-
min commands to access identification and custom
vendor-defined registers mapped through the PCle
BAR.

2) Data Upload via HDMA: The host writes the input
scalars and elliptic curve points to the device using
standard NVMe I/O write commands. These are
interpreted by firmware as HDMA transactions and
streamed directly into DDR memory.

3) MSM Triggering: The host signals the start of
computation by writing to a control register (ex-



posed through NVMe BAR). This action notifies
the RISC-V firmware, which configures the MSM
core and initiates execution using predefined mem-
ory addresses.

4)  Computation and Completion Notification: Once
launched, the MSM core operates autonomously.
Upon completion, the device sends an asyn-
chronous NVMe event to notify the host that results
are ready.

5) Result Retrieval: The host issues an NVMe read
to fetch the result vector from DDR memory via
HDMA.

The design ensures minimal host intervention, eliminates
the need for custom drivers, and enables efficient interaction
using standard NVMe semantics. Importantly, our system is
fully backward compatible with existing server infrastruc-
ture. As demonstrated in our working prototype [21], the ac-
celerator operates seamlessly on an off-the-shelf SuperMicro
X11SSZ-QF motherboard running Ubuntu 22.04, without
any kernel patches or platform modifications. By combining
this tightly coupled control model with Chipyard’s extensi-
bility, our system delivers a practical path toward scalable
ZKP acceleration over industry-standard interfaces.

3.2.2. MSM Core Design.

Our MSM core is a deeply pipelined hardware unit
built to accelerate elliptic curve multi-scalar multiplication
(MSM) using the Pippenger algorithm. It integrates four key
components that form a coordinated pipeline.

e Scalar Representation Transformation converts
incoming scalars into a signed-digit form, reducing
the number of point operations since negative digits
can be handled by trivial point negation. The trans-
formed scalar—point pairs are buffered in the Input
FIFO.

o Scheduler reads scalar—point pairs from the Input
FIFO and assigns them to the appropriate buck-
ets according to Pippenger’s algorithm. If multiple
operations target the same bucket simultaneously,
it temporarily redirects one into the Stall FIFO to
resolve conflicts, ensuring high pipeline utilization
without hazards.

o Point Arithmetic performs elliptic curve point addi-
tions using Twisted Edwards mixed-coordinate for-
mulas, which minimize data conversion overhead.

o Field Arithmetic underlies all point operations, pro-
viding modular multiplications, additions, and re-
ductions via a Montgomery-based design. The Adder
block in Figure 2 instantiates these field operations
as the computational backbone of the MSM pipeline.

Figure 3 shows how the four components are realized as
a streaming pipeline on FPGA. Scalars, once transformed
into signed-digit form, enter the Input FIFO, which buffers
host-to-core transfers. The Scheduler reads from the FIFO
and directs operations to the correct bucket; conflicts are de-
ferred to the Stall FIFO to keep the pipeline hazard-free. The
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Figure 3. MSM Core Architecture

Adder, powered by Montgomery-based Field Arithmetic,
performs Twisted Edwards point additions and updates the
Bucket Memory. Partial results are then moved through
the Output FIFO and AXI Endpoint into external DRAM,
enabling support for large-scale MSM workloads.

To make the operation of the MSM core clearer, we
next elaborate on each of the four components in detail.
Specifically, we explain how field arithmetic forms the com-
putational foundation, how scalars are preprocessed before
entering the pipeline, how the scheduler coordinates bucket
assignments, and how the point arithmetic integrates these
building blocks to execute MSM efficiently.

Scalar Representation Transformation. To reduce
storage and arithmetic overhead in the MSM pipeline, we
transform all input scalars into a signed-digit representa-
tion on-chip, before they reach the point adder. Given a
scalar k represented as k = Zf\;}l 2%d; with unsigned
digits d; € [0,2% — 1], we iteratively convert them into a
signed-digit form d; € [-2%~1 —1,2%~1 — 1] by applying
a windowed rebalancing transform. The transformation is
fully unrolled in hardware and implemented as a pipelined
module with optional skid buffers to manage backpressure.

Scheduler Design for Conflict Resolution. In the
Pippenger algorithm [16], each scalar contributes to a
bucket stored in RAM. The scheduler’s job is to coordinate
these additions to ensure correctness in the presence of
pipeline latency. While the underlying task—adding a point
to a bucket—is conceptually straightforward, the deeply
pipelined nature of our point addition unit introduces haz-
ards that must be carefully managed. To overcome this,
we develop a hazard-aware scheduler [22] which works as
follows while the steps are specified in Algorithm 1.

e We track all bucket indices currently in flight.

o The stalled entries are revisited under certain con-
ditions, such as when a batch of in-flight operations
has sufficiently cleared or when the FIFO reaches a
pressure threshold.

e When a new scalar is scheduled, we check for
conflicts with the in-flight bucket set.

o If a conflict is detected,

— The scalar and associated point are placed
into a stalled FIFO.



— A bubble (NOP) is inserted into the pipeline
for that cycle.

Each window of the Pippenger algorithm has its own set
of FIFOs and hazard tracking logic. This enables multiple
windows to be processed in parallel, without introducing
inter-window dependencies.

This design avoids the need for probabilistic or delayed
rescheduling techniques. Instead, it relies on efficient real-
time conflict tracking and selective reattempts, maintaining
high throughput while ensuring correctness.

Algorithm 1 Hazard-Aware Scheduling with Conflict Track-
ing

1: Input: Stream of (s;, P;) pairs for window w
2: Data: InFlightBuckets[0..T1], StalledFIFO
3: for each cycle ¢ do

4 if ShouldRetryStalled() then

5: (s',P") + stalledFIFO.pop ()

6: k' + GetBucketIndex (s')

7 if ¥ ¢ InFlightBuckets then

8: LaunchToPipeline(s’, P’)

9: InFlightBuckets.insert (k')
10: else

11: StalledFIFO.pushBack(s’, P’)
12: end if

13: else

14: if NewInputAvailable () then

15: (s, P) < ReadNextScalarPoint ()
16: k < GetBucketIndex (s)

17: if kK € InFlightBuckets then

18: StalledFIFO.push(s, P)

19: InsertBubbleIntoPipeline ()
20: else

21: LaunchToPipeline(s, P)

22: InFlightBuckets.insert (k)
23: end if

24: else

25: InsertBubbleIntoPipeline ()
26: end if

27: end if

28: AdvancePipeline ()

29: RetireCompletedBucket ()

30: end for

Point Arithmetic. The core of our MSM datapath is a
fully pipelined point addition unit based on Twisted Ed-
wards curves [13]. Specifically, we implement a mixed-
coordinate point adder, where the accumulator point is rep-
resented in extended coordinates (X1,Y7,Z1,77) and the
incoming point from the scalar multiplication is in affine
coordinates X, Y5 This format enables efficient computation
without the need to convert each point into the same coor-
dinate system, significantly reducing the latency and data
movement in the MSM pipeline.

We adopt the madd-2008-hwcd-3 formula set from Hisil
et al. [23], which is both strongly unified and optimized
for hardware. Under the assumptions Z3 = 1 and k£ = 2d,

the formulas compute the group addition using the formula
below. These formulas require 7 multiplications (M), 1
multiplication by a constant (k), 8 additions/subtractions,
and 1 doubling, assuming the second point is in affine form
and the constant k = 2d is precomputed.

The use of signed-digit scalars in the upstream MSM
engine complements this design: since point negation on
Twisted Edwards curves is trivial (a sign flip on the x-
coordinate), the adder only needs to support point additions
and subtractions efficiently, without branching or coordinate
re-encoding.

Field Arithmetic. In our implementation, field opera-
tions over F}, are performed using 374-bit integers in Mont-
gomery form, with the Montgomery constant R = 2384,
ensuring fast reduction using shifts. To optimize modular
multiplication—which dominates performance—we adopt
the Finely Integrated Operand Scanning (FIOS) algorithm,
which interleaves multiplication and reduction at the finest
granularity. Compared to other methods such as CIOS or
SOS, FIOS introduces slightly more additions and reads,
but offers greater pipelining potential for our fine-grained,
hardware-oriented datapath [24].

We compute a full 374-bit x 374-bit multiplication using
a composition of 48-bit x 48-bit signed base multipliers.
These base multipliers are mapped to DSP blocks (e.g.,
6 DSPs per 48x48 multiply), enabling highly parallelized
execution. The 374-bit operands are broken into 8 limbs,
aligned with the base size, and processed in a multi-level
accumulation structure within the FIOS Montgomery frame-
work. This design avoids Karatsuba [25] or Toom-Cook
[26] recursion, which—although popular in software—is
less hardware-friendly due to irregular data dependencies
and increased control complexity. Our approach achieves
deterministic latency and fits well within both ASIC and
FPGA pipelines.

This format allows the downstream MSM accumulator
to reuse existing points for negative digits via simple co-
ordinate negation. In twisted Edwards affine coordinates,
negation is a free operation (requiring only a sign flip of
the x-coordinate). As a result, the number of buckets and
additions required during MSM is reduced, improving both
area and cycle efficiency.

4. Performance Evaluation

4.1. Experiment Setup

To demonstrate the universality and practicality of our
ZKPU architecture, we have implemented NVMe-MSM on
a Xilinx VCU118 FPGA board—representative of a high-
performance PC or server environment. This setup show-
cases our modular MSM accelerator integrated with a cus-
tom NVMe endpoint, communicating with a host system
using open-source nvme-cli [27] tools on Linux. The system
is built around a RISC-V SoC generated using the Chip-
yard framework and runs at 100 MHz. Our configuration
highlights the seamless integration of hardware acceleration



and NVMe compatibility, underscoring the accessibility and
deployability of our approach on widely available infrastruc-
ture.

4.2. Experimental Results

Since the MSM algorithm itself is well-studied and not
the focus of this work, our goal is not to propose a new
blazingly fast algorithm, but to demonstrate a hardware-
software system that is broadly compatible with modern
infrastructure while still delivering performance compara-
ble to state-of-the-art MSM implementations. Through this
demo, we aim to validate the practicality, modularity, and
integration capability of our NVMe-based MSM accelerator
under realistic conditions.

In our setup, the NVMe-MSM system operates as fol-
lows.

1) The host system writes a batch of scalars and
elliptic curve points (on BLS12-377) to the FPGA
over the NVMe interface.

2) An NVMe Async Event command is issued to
the device to initiate the MSM computation.

3) The MSM accelerator inside the SoC performs the
computation, and upon completion, signals the host.

4) The host then issues a standard NVMe read to
retrieve the resulting elliptic curve point.

To keep host-side software integration minimal and
transparent, we have implemented a Python-based driver that
wraps Linux’s open-source nvme-cli commands using
the subprocess module. This ensures compatibility with
any Linux environment supporting NVMe, reinforcing the
portability of our solution'.

4.3. Experimental Results

Table 1 lists the measured MSM execution times of our
NVMe-based accelerator for n = 5-22. Our measurements
report only the hardware MSM module latency, excluding
host communication or setup overhead. The results follow
an almost perfect exponential scaling, well-fitted by:

Tykpu msm(n) = 9.26417 x 1072 - (2.00835)™ ms.

Comparison with CycloneMSM and gnark-crypto..
The public data for CycloneMSM (AWS F1 FPGA) and
gnark-crypto (CPU) [8] are only available for n = 22-26.
To enable comparison over the full range, we fit their results
to:

Tn)=a-2"+0b
obtaining:

Teyelone(n) = 7.6864 x 1077 - 2" + 477.96 ms,
Tenark (1) =2 2.12185 x 1072 - 2" + 967.08 ms.

1. A video demonstration of our NVMe-MSM system is available in
[28].

TABLE 1. MEASURED MSM TIMES FOR OUR NVME-BASED
IMPLEMENTATION (EVALUATED FROM SIMULATION).

n | ZKPU MSM (ms) n | ZKPU MSM (ms)
5 0.0030 4 1.6333

6 0.0057 15 3.2371

7 0.0123 16 6.5438

8 0.0247 17 13.0650

9 0.0502 18 26.0817

10 0.1009 19 52.1813

11 0.2014 20 104.5091

12 0.4095 21 209.0369

13 0.8184 2 418.0618

The constants b ~ 478 ms (CycloneMSM) and b =
967 ms (gnark-crypto) indicate fixed costs such as host—
device communication and setup overhead, which are absent
from our reported numbers.

Overhead removal and algorithmic scaling. By sub-
tracting these constants:

Téyclone(n) = TCyClone(n) — 477.96,
g/nark(n) = Tgnark(n) - 96708,

Table 2 presents the adjusted MSM execution times
for ZKPU_MSM, CycloneMSM, and gnark-crypto after
removing the fixed overhead term b from the latter two
implementations. The adjustment reveals the pure MSM
kernel performance, allowing a fair, algorithmic-level com-
parison. Across all n from 25 to 226, ZKPU_MSM main-
tains execution times that are more than an order of mag-
nitude faster than the CPU-based gnark-crypto, with the
gap widening significantly at larger n. Compared to Cy-
cloneMSM, ZKPU_MSM shows competitive performance
throughout, with near-matching runtimes for small and mid-
range n, and a modest slowdown at the largest problem
sizes. This difference stems from our non-recursive ASIC
design choice, which increases DSP usage and pipeline
length to improve design robustness and reduce error-prone
complexity, at the cost of a small performance trade-off.
Importantly, ZKPU_MSM’s native NVMe interface allows it
to integrate directly into standard server and edge platforms
without requiring dedicated PCle accelerator slots, offering
deployment flexibility that is absent in traditional FPGA
card solutions.

Figure 4 visualizes these results on a logarithmic scale,
highlighting the scaling trends after fixed-overhead removal.
The three curves exhibit nearly parallel slopes, indicating
similar exponential scaling behavior in their MSM kernels.
ZKPU_MSM consistently tracks close to CycloneMSM
across the entire range while staying far below the gnark-
crypto curve, reinforcing the substantial efficiency advan-
tage of hardware acceleration over CPU execution. The
parallelism of the curves also validates that the algorith-
mic scaling is preserved despite architectural differences,
and the small vertical offset between ZKPU_MSM and
CycloneMSM reflects the aforementioned design trade-offs.
This visualization underscores that ZKPU_MSM delivers
state-of-the-art MSM performance while preserving broad
system compatibility through NVMe integration.



TABLE 2. ADJUSTED MSM TIMES (MS) WITH FIXED b REMOVED FROM
CYCLONEMSM AND GNARK-CRYPTO FITS.

n | ZKPU_MSM CycloneMSM gnark-crypto adj.
(ms) adj. (ms) (ms)

5 | 0.0030 0.0025 0.0679

6 | 0.0061 0.0049 0.1358

7 | 0.0122 0.0098 0.2716

8 | 0.0246 0.0197 0.5432

9 | 0.0493 0.0394 1.0864

10 | 0.0991 0.0787 2.1728

11 | 0.1989 0.1574 4.3456

12 | 0.3994 0.3148 8.6911

13 | 0.8019 0.6297 17.3822

14 | 1.6102 1.2593 34.7644

15 | 3.2330 2.5187 69.5289

16 | 6.4914 5.0374 139.0578

17 | 13.0337 10.0747 278.1155

18 | 26.1698 20.1494 556.2310

19 | 52.5450 40.2988 1112.4620

20 | 105.5028 80.5976 2224.9241

21 | 211.8341 161.1953 4449.8481

22 | 4253318 322.3906 8899.6962

23 | 854.0041 644.7812 17799.3925

24 | 1714.7152 1289.5624 35598.7849

25 | 3442.8970 2579.1247 71197.5699

26 | 6912.8332 5158.2495 142395.1397

MSM Time Comparison (Fixed Overhead Removed)

102} —e— ZKPU_MSM
CycloneMSM adj
10t} —— gnark-crypto adj.

Time (s, log scale)

15 20 25
n (Exponent in 27n)

Figure 4. MSM time comparison after removing fixed overhead b from
CycloneMSM and gnark-crypto fits (log scale).

5. Discussion

5.1. Flash Memory Integration for Precomputation

One of the most pressing scalability challenges in large-
scale MSM arises from the memory overhead associated
with storing precomputed elliptic curve points. As discussed
in prior work such as GZKP [9], the storage footprint for
precomputed tables reaches over 5 GB at an MSM size of
221 and grows further with larger workloads. This imposes
significant constraints on current FPGA- and ASIC-based
MSM accelerators, which typically rely on limited on-chip
SRAM or expensive external DRAM.

A promising direction to address this challenge is the
integration of non-volatile flash memory directly onto the
MSM accelerator chip. This would enable persistent, high-
capacity storage of precomputed points, eliminating the need

to reload large tables between runs. Flash is especially well-
suited for this task given the read-only, structured nature of
MSM memory access patterns.

Crucially, this direction aligns naturally with our ar-
chitecture’s reliance on the NVMe protocol, which was
originally developed to expose the performance of flash
storage through a standard high-throughput interface. In
modern data centers, NVMe is synonymous with flash, and
by designing our accelerator to speak NVMe natively, we
lay the groundwork for future MSM chips to integrate flash
directly under the same protocol. This would unify the
data movement and storage layers under a single, flash-
native interface, simplifying system integration and improv-
ing overall efficiency.

5.2. NVMe-Based Peer-to-Peer Communication

As Zero-Knowledge (ZK) proof systems evolve toward
larger, recursive, and more parallelizable constructions, the
demand for high-throughput inter-device communication
becomes critical. One promising direction is to leverage
NVMe’s support for peer-to-peer (P2P) communication,
which allows devices to exchange data directly across the
PCle fabric [29] without routing through the host CPU.
This functionality, already exploited in technologies such as
NVIDIA’s GPUDirect, opens the door to new architectural
models for distributed ZK systems.

A promising direction is the development of ZKLink, an
NVMe-based protocol that could enable direct, low-latency
communication between ZKPUs, GPUs, and other accel-
erators. Rather than treating each accelerator as a passive
endpoint managed entirely by the CPU, ZKLink establishes
a peer fabric where computational devices can coordinate
sub-tasks autonomously. This is especially useful in recur-
sive ZK proof architectures (e.g., Halo 2 [30]), where a large
proof is decomposed into smaller sub-proofs that must be
generated and later aggregated with minimal overhead. Fast,
reliable P2P communication is essential to achieve this at
scale.

6. Conclusion

Multi-Scalar Multiplication (MSM) remains the domi-
nant computational bottleneck in generating pairing-based
zero-knowledge proofs. While prior work has focused on
algorithmic improvements, this paper addresses a comple-
mentary challenge: architectural integration and system-
level compatibility. We present a modular, infrastructure-
friendly ZK accelerator built as a self-contained RISC-
V SoC and integrated under a standard NVMe interface.
Our design integrates a FIOS-based Montgomery multiplier,
signed-digit scalar encoding, a pipelined Twisted Edwards
adder, and a hazard-aware scheduler into a unified datapath
deployable via standard tools like nvme-cli. Our FPGA pro-
totype demonstrates performance on par with leading MSM
implementations, validating NVMe-based ZK acceleration
as a practical and scalable direction. Looking ahead, we plan



to extend our architecture with embedded flash for persis-
tent precomputations and support for peer-to-peer NVMe
communication, enabling fully on-chip, distributed proof
generation. Our work lays the foundation for cloud-native,
modular, and production-ready ZK hardware systems.
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